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The Trade Secret Audit - IIPV 

Introduction: 
Laws protecting trade secrets stretch back far into history.   According to some scholars, trade 

secrets law reaches as far back as the Roman Empire. Pursuant to the “actio servi corrupti” one 

could be found liable for corrupting a slave who was forced or persuaded to disclose the trade 

secrets of his master. More recently, the United States enacted the Defend Trade Secrets Act of 

2016, which created a federal civil cause of action for trade secret misappropriation.  This new 

legislation affords US trade secret owners a wide array of remedies and tools to protect against 

trade secret misappropriation. To benefit from the law, however, it is important as a business 

owner or leader to effectively create an information asset management system to identify, index, 

protect and value company owned trade secret assets. This essay will offer unique strategy into 

the specifics on trade secret auditing and thereby enabling you to become a trade secret literate, 

savvy, and competent business owner. 

 

Setting the Stage: 
The business value of certain “know-how” or other commercial information stems from the 

competitive and economic advantage it lends over the unwitting competition. Suffice it to say, 

then, that it is best to start any internal trade secret asset management effort by identifying, with 

particularity and specificity, those bits of information that give your company its competitive 

advantage.  Keep in mind, almost any strategic business information, if properly protected, can 

qualify for trade secret protection.  Once commercial confidential information is identified, then 

it must be indexed and ranked by worth.  One with presumably limited time, money, and 

resources must effectively and efficiently triage the protection of these information assets.  

Therefore, there are essentially four key steps in a proper internal trade secret asset management 

function: identification, classification, protection, and valuation.   

A trade secret, unlike a patent, is always vulnerable to reverse engineering, independent 

development, and accidental or negligent disclosure.  This is why trade secrets must be the 
highest priority on the intellectual property audit spectrum.  Trade secrets are the most 

vulnerable IP asset; the trade secret gains its strength from its ability to remain unknown and 

unknowable to competitors.  As it has often been said, a trade secret once lost is lost forever. The 

methodology presented below will give business owners, legal practitioners and trade secret 

students the essential tools to learn the process of keeping and preserving confidential business 

information. Also, an outline will be provided on the reasonable measures a company may take 

to protect trade secret information.  Lastly, we conclude with an overview on the trade secret 

valuation process. 
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The 4 Key Steps – ID, Index, Protect, and Value 
 

Identification 
The end all and be all of trade secret law is identifying your trade secret assets. Without knowing 

what information inside your company is trade secret, you cannot begin to take active measures 

to properly protect and police the information.  In other words, any risk management effort 

beings with knowing what objects are at risk.  After the information is identified, classified and 

protects then one can begin to take further efforts to license, sell, or otherwise commercialize the 

asset. In short, the first and most critical step in a trade secret audit is also known as the “it” 

analysis.  Quite simply, what is “it” you are claiming to be your trade secret?  

A trade secrets is the secret sauce of a company, its corporate jewels, its magic dust. Much if not 

most of the valuable information within a company could, if properly identified and protected, 

qualify as trade secret information. There are three main criteria for any information to qualify as 

a trade secret:  

(1) it derives independent economic value, potential or actual, from  

(2) not being generally known in the industry or readily ascertainable from public domain 

information, and  

(3) are the subject of reasonable safeguards/ measures under the circumstances to protect the 

information’s secrecy.  

Any information that complies with all three criteria (1-3) listed above can qualify as your trade 

secret.  It is important to note that the trade secret definition casts a wide net to capture almost 

any confidential commercial information.  There are no preconditions as there are in a patent 

context.  The information need not be novel, it need not be nonobvious.  Trade secrets can 

include “negative know how,” knowing what does not work or what not to do. Also, even if 

information is generally known in its individual components it may still qualify as trade secret if 

the unique combination or compilation operates to provide economic value (this is also known as 

a combination trade secret). And the amount of economic value need not be huge, just some 

economic value add is needed. 

Over the years courts have identified a list of six key factors to identify, with reasonable 

particularity, the information inside a company which may qualify for trade secret protection: 

(a) The extent to which the information is known inside the company. The more well known 

in the company the less likely it is a trade secret; 

(b) The extent to which the information is known outside the company. The more known the 

information is outside the company the less likely it is a trade secret; 

(c) The amount of time, money and effort expended to develop the information. The more 

investment, the more likely it is a trade secret; 

(d) The value of the information to the company and to outside competitors if known. The 

more valuable, the more likely it is a trade secret; 

(e) The reasonable efforts taken by the company to protect the information’s secrecy. The 

more measures taken to safeguard the more likely it is trade secret; and  
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(f) The level of difficulty needed to reverse engineer or independently develop the 

information. The more difficulty the more likely a trade secret. 

Not every factor listed above (a-f) needs to be present for a company to have information that 

could qualify as a trade secret.  I have highlighted factors (b) and (f) above, however, because in 

most instances these will be the best indicators of information’s trade secret status.  If 

information tracks well with all the above listed factors, then this is great evidence a company 

has a valuable trade secret. 

***Note on the Defend Trade Secret Act*** 

The relatively recent (2016) Defend Trade Secret Act (DTSA) is federal US legislation that now 

offers plaintiffs a federal civil cause of action to sue for trade secret misappropriation.  In the 

past, trade secret litigation was relegated to the state courts, each state adopting their own version 

of trade secret protection. This usually (48 states to be precise) meant that each state adopted 

their own version of the Uniform Trade Secrets Act (UTSA). Thus, even if historically a remedy 

for trade secret misappropriation existed, it was largely a state by state matter. That all changed 

with the DTSA. With the new law in place, federal courts can now hear trade secret 

misappropriation issues and thusly the DTSA finally put trade secrets on par with its intellectual 

property cousins, namely patents, trademarks and copyrights. According to the DTSA, a trade 

secret is,  

“all forms and types of financial, business, scientific, technical, economic, or engineering 

information, including patterns, plans, compilations, program devices, formulas, designs, 

prototypes, methods, techniques, processes, procedures, programs, or codes, whether tangible or 

intangible, and whether or how stored, compiled, or memorialized physically, electronically, 

graphically, photographically, or in writing if— 

(A) the owner thereof has taken reasonable measures to keep such information secret; and 

(B) the information derives independent economic value, actual or potential, from not being 

generally known to, and not being readily ascertainable through proper means by, another person 

who can obtain economic value from the disclosure or use of the information.” 

This definition is extremely expansive and is intended to cover a wide scope of protection.  The 

DTSA reaffirms to the world that a trade secret is a property asset and its owner has rights to 

protect it from being stolen.   

Inventory/ Classify (how to prioritize and keep a running inventory) 
Once you have identified the information inside the company which can qualify as trade secret, 

you must take the next step to inventory and prioritize the information.  Not all trade secret 

information is born with the same value.  In other words, some trade secret information inside 

your company is inherently more valuable than others. Depending on the complexity of your 

business, there could be hundreds, thousands, even millions of trade secrets both within the 

corporate headquarters, outside floating on the “cloud” or on the larger internet network.  

Therefore, it is important to design a system that efficiently inventories and simultaneously 

prioritizes the trade secret information.  

In conducting a trade secret audit, it is important to keep in mind that trade secrets are moving 

targets.  Some information is at rest, such as a paper document secret recipe for a cookie dough 
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under lock and key.  Other information is in motion, such as sensitive cyclical customer buying 

habits or financial expenditures on inventory or product parts.  There will also be information 

that will be in use, such as the secret manufacturing process, which is being tweaked daily to 

improve economy and efficiency.  Therefore, it is imperative that you designate a person, more 

likely a team, whose sole job it is to inventory and keep an ongoing analysis of this ranking and 

indexing of trade secret information.   

The SFP Analysis 

Let’s think about any potential trade secrets as information that is part of a larger three-tiered 

structure.  At the top of the structure is the subject matter, such as the department or functional 

area within the company.  Examples of top tier subject matter include: manufacturing, research, 

advertising, sales, purchasing, software, and other like divisions or departments of the company.  

Below the subject matter tier, there is the format tier.  The format will be the actual nature or 

form of the trade secret itself, such as a method, design, plan, forecast, or pricing sheet.  The last 

tier of the structure will be the actual product or family of products to which the trade secret 

applies.  The product (or service) tier will usually be the actual product being offered for sale.  

Therefore, using this nomenclature (Subject, Format, Product), one can begin to systematically 

categorize company trade secrets.   

To illustrate, let’s imagine a hypothetical involving this three-tiered structure as it might apply to 

the BMW car corporation: assume that BMW is making a new hybrid electric vehicle with a new 

technological 360-sensor for accident protection. One trade secret might be the manufacturing 

(Subject) process (Format) for the hybrid engine used in the new vehicle (Product).  Another 

example might be the software (Subject) code (Format) for the new 360-sensor accident 

protection technology (Product).  And similarly, the three-tiered structure would include the 

research (subject) test results (format) for the 360-sensor accident protection technology 

(product).  Using the SFP taxonomy, the BMW company can begin to collect and index its trade 

secrets into a trade secret index or catalog. 

The Classification Process 

Once the information has been identified and inventoried, now it can be ranked and prioritized. 

As previously noted, not all trade secrets are created equal.  Some trade secret information will 

be extremely valuable, and others less. The classification of trade secrets is about creating a 

system that is consistent, ongoing, and efficient.  What follows is one reasonable method, but 

certainly not the only. As you read, keep note of the nexus and interplay between this indexing 

process and the identification process outlined in the sections above.  

For the purposes of ranking based on trade secret protectability, you should create an algorithm 

to place an inherent value on items that sync up well with the six key factors which courts use to 

identify a trade secret.  Each item of information laid out in SFP taxonomy can be “scored” on a 

sliding scale (1-5) based on its individual relationship with each of the six factors (a-f) in the 

identification section above.  Once each item of SFP information has a total “score,” then find 

the protectability value of a trade secret by obtaining an overall average of the sum of the 

elemental factors.  The higher the average score, the more protectible the trade secrets. This is 

also known as the “defendibility factor.”  The defendibilty factor also runs parallel with value.  If 

the defendibility factor is high, then the trade secret is very valuable.     
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For example, in our BMW hypothetical we should ask each of the factory employees who are 

involved in the manufacturing department to score (1-5) the manufacturing process of the new 

hybrid engine against each of the six factors used by courts to identify trade secret information.  

We might do the same for the entire software engineer team who created and implemented the 

new 360-sensor accident protection technology.  If we find that the score for the 360-sensor 

technology, on its average, is greater than the score of the manufacturing process for the hybrid 

engine, then we can conclude that the trade secret for the software is more sensitive, more 

valuable and more protectible than the manufacturing process. Thus, it should be prioritized first 

and classified as such accordingly. 

For consistency during classification, it is best to come up with a multi-level sensitivity 

hierarchy.  The least valuable trade secret information could be marked as “Confidential and 

Proprietary.”  For information that is slightly more valuable, it could be marked it as “Super 

Confidential” or “Highly Secret.”  The most sensitive and exclusive trade secret information 

could be marked “Top Secret.”  Top secret information is a “for your eyes only” matter which is 

strictly on a need to know basis.  You can further protect the company from any individual or 

department (or third party) from becoming too risky, regarding accidental or intentional 

disclosure of the information, by making sure to take companywide best efforts to divide the 

information into bits and chunks so no one department or individual in a department has access 

to all the pieces in the puzzle.  A company should place their employees under contractual 

obligations of confidentiality, nonuse, and nondisclosure.  

To assess the most sensitive trade secrets inside the company, there needs to be an ongoing 

process in place to conduct the interviews with the key employees who have access to and make 

use of the sensitive information.  Companywide department assessments can be completed daily, 

weekly, or monthly.  Certainly, the assessment should go out systematically to department heads.  

It is best to make it part of the task a department head or project leader to gather the important 

information needed to prioritize the trade secrets developed and used by the company.  One 

could incentivize this behavior with monetary and/or team based accreditation.  In either event, it 

will be in the company’s best interest to make this process of inventorying and prioritizing the 

company trade secrets a companywide initiative.  Everyone inside the company needs to be on 

notice of the need for the process, and more importantly for everyone to understand why the 

procedures add value to them as employees and to the larger company.  Companies can make use 

of employee handbooks, internal newsletters, regular presentations, and other communication 

pieces to place employees on repeated notice of the company’s efforts regarding trade secret 

information. In addition, one must document and date the information gathered so that each trade 

secret can be then catalogued.  Be sure to indicate the location site and use site of the trade secret 

information so that it can be swiftly located and retrieved by the legal department. Lastly, make 

sure to have your employees who are interviewed sign off that they recognize the information to 

be trade secret and confidential. 

If you want more help with this dynamic and ongoing process, then take a look at The Trade 

Secret Examiner® software.  This software uses this above mentioned method, and is a very 

efficient and affordable tool for companies of all sizes and complexities. 

 

http://thetso.com/index.html
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Protection 
After the trade secret information is identified and classified, it must be protected.  Reflecting on 

the definition of a trade secret, it is important to note that absolute secrecy is not a requisite for 

compliance with trade secret law.  Absolute secrecy is not required because otherwise business 

would be stifled. What is absolutely required, however, is that your company take reasonable 

measures, under the circumstances, to maintain the secrecy of trade secret information.  And the 

measures taken to protect a trade secret should be commensurate with its value.  Trade secrets 

differ from patents in that fair reverse engineering and independent development are not subject 

to legal liability in a trade secret context. Moreover, in contrast to their patent counterparts, trade 

secrets need not be novel (two companies could have the same trade secret, it just cannot be 

generally known in the trade). Thus, the prerequisite of reasonable safeguards is the one 

condition upon which the entire doctrine of legal protection exists.  After all, a court will not 

seek to officiously protect information that you did not consciously attempt to keep a secret.  

Reasonable measures under the circumstances will vary depending on the size of the company, 

the sophistication of the parties, and the nature of the trade secret information.  While no clear-

cut universal rule is possible, it is safe to say that the larger to company, or the greater the value 

of the trade secret information, the more measures need to be taken to protect trade secret 

information. To capture the nature of reasonable measure, we can break down the effort into 

internal and external components.  What follows are guidelines to use when taking reasonable 

measures to protect company trade secrets. 

Internally 

As a business, you must provide protections against those who will inevitably come into contact 

with proprietary trade secret information. The first line of defense, then, is employer-employee 

relations.  The relationship between employer and employee regarding trade secrets should begin 

immediately in the process of interviewing.  A reasonable and prudent employer should ask that 

the interviewee agree not to use or disclose or cause to be known any of their previous 

employer’s trade secret information.  An employer can ask if the employee has ever signed an 

agreement not to compete, or any other such instrument that attempts to restrict employee 

mobility. If so, the company can learn about any post-employment restrictions with respect to a 

potential new hire.   

The cornerstone of an effective trade secret protection system are well drafted employment 

agreements.  A company must carefully draft legal agreements for all employees to read and sign 

which specifically address confidentiality (NDAs), ownership issues (IP assignment clauses), 

and employee movement (noncompete and non-solicit clauses).  Any employment opportunity 

should be conditioned upon only the strictest measures of confidentiality, nondisclosure, and 

nonuse of the company’s trade secret information.  Employers need to have all employees who 

may come to know trade secret information sign written instruments that protect from 

unauthorized disclose and use of the proprietary information. 

 

Just as important as the onboarding process, so too is the exit interview.  At the end of an 

employment relationship it is best practice to have the exiting employee be placed on notice of 

the remaining duties of confidentiality, to once again notify the employee of the information the 

company considers trade secret, and have the employee sign off on being made aware of the 

same.  These discussions and efforts should also be extended to any independent contractors (or 
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seasonal worker) who may become aware of trade secrets.  Additionally, company visitors need 

to be cautioned and notified of their obligation to confidentiality and nondisclosure.  Having 

sign-in and sign-out forms and other documents for non-employee invitees can help keep 

sensitive information from reaching the public. By these efforts, from the onset to the conclusion 

of any employment relationship, a company takes great lengths to notify both the employee and 

the world that their trade secrets are valued, and scrupulous measures are actually taken to 

protect any proprietary information from losing trade secrets status.   

Internal protection measures can and must extend beyond company contracts and conversations 

and into security (physical and electronic).  Regarding paper documents, a company should have 

policies on keeping confidential files marked and under lock and key. A company can create 

policies on the proper paper destruction guidelines. A well written employee handbook should 

outline this and other important company policies regarding the handling of trade secret 

information.  Locked bins can be used to dispose of confidential documents, and a company may 

hire an outside third party to conduct onsite document destruction.  Access to any trade secrets 

should only be on a need to know basis, and all documents can be marked with classified terms 

(Confidential, Super Confidential, and Top Secret).  Electronic security should at a minimum 

include employee login protections on company and personal computers.  For the most sensitive 

information, important data can be encoded or encrypted so that only an exclusive and 

predetermined few have viewership abilities. All personnel should have proper badges to be 

worn while at work, at all times.  Manufacturing processes should never be visible to public 

viewing, and doors along with other security measures will be designed for restricted access.  

The company should consistently display signage that reminds the workforce of procedures of 

maintaining secrecy, and the penalties of unrestricted access should be enforced accordingly.  

Education and awareness programs should be instituted whereby employees are regularly 

reminded about the definition of trade secrets, their value to the company, and best efforts to 

protect themselves and the company from illegal liability.  The company should have incentive 

programs to reward policy consistent behavior.  A company can set up an anonymous 800 

number to allow employees to report suspected trade secret misappropriation.  Lastly, each 

company should devise an incident response plan to react swiftly and efficiently during a 

threatened or actual misappropriation context.   

Externally 

The further away from the company, the more difficult it is to police trade secrets.  This should 

not prevent the company from monitoring its third-party licenses, vendor agreements, consultant 

contracts and other business to business agreements including trade secret information.  If there 

are any external relations with other parties who will come to know or be exposed to trade secret 

information, then it would be wise from time to time to monitor their use and protection 

procedures. For example, there may be parties in the supply chain who could accidentally or 

negligently publicize trade secret information.  Of course, any agreements with these third 

parties should restrict access on a need to know basis, and asking the third party to have their 

employees sign agreements that limit their confidentiality, use, and disclosure is not 

unreasonable. Allow yourself an option to perform quality control on this clause, go in and 

actually check to see if the licensee is taking these measures as agreed. Any unauthorized 

acquisition through improper means or disclosures without consent are illegal and are grounds 

for trade secret misappropriation.   
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It would be wise for the company to have an incident response plan for actual or potential 

instances of trade secret misappropriation.  As soon as a company knows a trade secret has been 

stolen, or becomes aware of information that could potentially amount to a likely and eventual 

misappropriation, then immediate actions must be taken to work cooperatively the legal team to 

prevent immediate and future harm to the organization.  It would be very smart to have a SWAT 

team of outside counsel to be ready to go to court to file and injunction (and potentially an ex 

parte seizure) regarding the further disclosure of trade secrets.  A trade secret is very fragile 

asset, and in the modern information and internet age that we live in, it is absolutely critical to be 

vigorously and rigorously protecting this information.   

Quick Protection Checklist  

• Notify the recipient of trade secrets, preferably in writing, that the information is proprietary, 

and that the information is not to be disclosed or used by the recipient for the recipient’s benefit 

or the benefit of others without the express consent of the trade secret owner. 

 

• Enter confidentiality and non-disclosure agreements with employees and third-parties. 

 

• Establish and maintain written confidentiality policies to be distributed to all employees.  

 

• Establish and maintain oversight policies and procedures to prevent the inadvertent disclosure 

of trade secrets in written publications, seminars, speaking engagements, or at trade shows, by 

employees. 

 

• Institute overall plant physical security precautions, such as fencing the perimeter of the 

company premises, limiting the number of entrances and exits, using alarmed or self-locking 

doors, hiring after-hours security personnel. 

 

• Install visitor control systems. 

 

• Maintain access to trade secrets on a need-to know basis only. 

 

• Establish secretly coded ingredients or data. 

 

• Separate departments of the company. 

 

• Separate components of a trade secret between or among departments and/or company 

personnel so that each has only a piece of the puzzle. 

 

• Keep drawers or areas for secret documents and drawings separated and locked. 

 

• Stamp documents and drawings CONFIDENTIAL or PROPRIETARY. 

 

• Enter vendor secrecy agreements. 

 

• Establish physical barriers to prevent unauthorized viewing of proprietary process technology. 
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• Install KEEP OUT or AUTHORISED PERSONNEL ONLY signs at the access points to 

sensitive areas of the plant, and have a policy of enforcement. 

 

• Establish and maintain written rules and regulations prohibiting employees from remaining in 

the plant after hours without express permission from properly authorized personnel. 

 

• Establish and maintain rules and regulations requiring employees to stay in controlled areas 

about their work stations. 

 

• Require employees to wear identification badges or carry identification cards. 

 

• Require sign out/sign in procedures for access to and return of sensitive materials. 

 

• Reproduce only a limited number of sensitive documents and maintain procedures for 

collecting all copies after use. 

 

• Require authorized codes or passwords for access to copying machines and computers. Use key 

and encrypted computer data access to control theft of secret computer-stored information 

requires that security codes be changed regularly. 

 

• Establish and maintain policies and procedures for discarding proprietary documents in large 

locked bins and/or the of use shredders. 

 

• Establish and maintain a policy and practice for advising company employees, on a regular 

basis, regarding the company’s trade secrets and confidential business information. 

 

• Establish an 800 number for employees to anonymously report suspicious activities. 

 

In the real world, very few companies take all of the measures or precautions listed above. If you 

want more help with this dynamic and ongoing process, then take a look at The Sienna Group 

LLC.  This company specializes in providing data-centric security solutions to Healthcare, 

Financial, Government, Retail, and Technology Sectors, and is a very efficient and affordable 

tool for companies of all sizes and complexities. 

 

Value 
Note on IP Valuation 

Take note, trade secrets are unique intellectual property assets.  Trade secrets are very 

confidential information assets, not easily known, let alone duplicated or replicated.  Moreover, 

the context of performing a valuation of a trade secret asset most often arises in the litigation 

context; therefore, the asset’s value is often equal to the valuation of damages at trial or the 

settlement negotiations thereof. Under these conditions, one cannot easily grasp the elusive 

nature of a trade secret valuation because the historical, transactional data is often highly 

confidential and is most likely tucked away in a nondisclosure based context. 

While we try to clarify the differing techniques for trade secret valuation, one should also keep in 

mind that each conceptual approach to valuation is only there to inform us as to the potential 

https://siennasecure.com/
https://siennasecure.com/
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solution.  In truth, the value of any intellectual property asset is exactly equal to whatever one is 

able to negotiate.  As Warren Buffett once said, “Price is what you pay, value is what you get.”  

Value is subjective, it will always be different depending on the context of the circumstances, the 

asset in question and the unique parties in the deal.  For example, the valuation of an intellectual 

property asset in the course of an internal tax audit will differ greatly that the same asset’s 

valuation in a bilateral licensing agreement.  Valuations conducted during a liquidation or 

bankruptcy proceeding will vary immensely from the same assets measured in the context of a 

merger and acquisition deal.  Likewise, an asset with no sales history, or on an unproven market 

will have a distinct valuation from an identical asset in a well-established, well documented trade 

or industry. A patent with claims that are very broadly drafted may very well provide a large 

protective shield but also open itself up to an invalidation proceeding in a patent litigation 

context. Therefore, intellectual property valuations are deeply challenging and should be 

customized with these considerations in mind.      

The Big Three Valuation Approaches 

Any property, including intellectual property and trade secrets, can be valued through the scope 

of three general valuation methodologies: (1) The Cost Approach; (2) The Market Approach; or 

the (3) Income Approach.   

Cost Approach 

The cost approach assumes that a party would be willing to pay no more than what it would cost 

to replace the asset with one of a similar utility, or reproduce an identical asset.  As a starting 

point, this cost approach is effective because it forces one to calculate today’s present costs 

associated with an asset’s creation.  If there is no historical data documenting the supply and 

demand of a given market, or the asset is something that is easily reverse engineerable or capable 

of relatively easy independent creation, then the cost approach would seem apropos. The thought 

is, “why pay any premium for something that could be easily and readily created?” (the most 

identifiable answer, obviously, being that paying some premium saves you time, and time is 

money) 

Market Approach 

The market approach assumes that a party would be willing to pay approximately what 

reasonably comparable assets have traded for between willing buyers and willing sellers in a 

similar market context.  If there is an established industry or market for an asset with historically 

reliable data points and well documented transactional exchange histories, then this approach is 

preferred.  The market is often a great tool because it is reliably quick and effectively accurate to 

gauge a starting point for intellectual property valuations or negotiations.  The thought is, “why 

not look at the exchanged value of other similar assets and base our value on that transaction?” 

(the most identifiable answer, obviously, is because not all assets, or deals, are created equal) 

Income Approach 

The income approach assumes that a party would be willing to pay some portion of the expected 

economic increase that the asset is expected to generate, being mindful of the risks inherent in 

assuming the future cash flow.  For the income approach to be useful, one must to reliably 

predict and forecast future sales of an asset, understand the asset’s useful shelf-life, and identify 

the market cap and potential for the asset in terms of growth.  Additionally, the income approach 

considers the risk inherent in the transaction (also known as the discount rate) which seeks to 
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circumscribe the overall expected income depending on the danger of the flow of income being 

diminished or altogether interrupted.  The though is “why not be willing to make an investment 

now in exchange for the promise of a return on investment in the future?” (the most identifiable 

answer, maybe not so obviously, is that one should but it depends on the reliability of the 

assumptions being made)  

 

In most contexts, both the cost and market approach are not useful for a trade secret valuation. In 

the instance of a cost analysis, it does not make much sense to value the trade secret based on 

what it would cost to replace (a similar asset) or reproduce (the exact asset) the information.  

Some trade secrets are created in a flash of genius (i.e. a new manufacturing process that cuts 

costs in half), while others are developed over years of buyer-supplier trade relations (i.e. a 

customer list with strategic info on buying habits, price points, etc.)  In that context, trade secrets 

are not to be categorically valued in terms of company costs to create.  In the market context, 

most of the inputs needed to perform a comparable market analysis are tucked away in 

nondisclosure environments: confidentiality agreements, cross licensing deals, settlement 

negotiations and other highly sensitive documents are not publicized, so their comparability is 

cloaked in secrecy. Even if that market information were reasonably reliable and relevant, it 

would not be fair to compare trade secret values without knowing outside deal factors such as the 

subjective economic or legal impact it had on the parties.  This is why, to date, most valuation 

experts agree that some variation of the income approach is the most appropriate for 

intellectual property valuation contexts because it considers the amount, the duration, and 

the calculated risks involved in an anticipated future income stream.  The difficulty with 

always using the income approach as a default valuation device is that sometimes projecting 

future income is not possible or predicting unforeseeable risk is not conceivable.  Thus, the best 

approach is to always consider all three approaches, and to customize each IP asset’s valuation to 

meet the needs and considerations of the specific deal.  

Be that as it may, because the income approach is most common, let’s review some of the key 

considerations in utilizing the technique:  

(1) The anticipated amount of the future income stream; 

(2)  The expected duration of the income stream; and 

(3) The probability the future income stream will occur. 

By combining knowledge of these three criteria, once can figure out the net present value on any 

expected future earnings.  The net present value term calculates the present value of annual net 

cash flows minus the initial investment costs.  According to the time-value of money, a dollar in 

hand tomorrow is worth less than a dollar in hand today.  This is because of the risk that any 

potential future earning may not actually materialize.  This risk factor is known as the discount 

rate, and must be used to form the NPV. The reverse is also true, a dollar in hand today is worth 

more than a dollar in hand tomorrow.  The current income stream in terms of its future value 

must be adjusted accordingly, and instead of the discount rate we use an interest rate. This future 

value calculation is known as compounding.  Therefore, to find the future value of any income 

stream today I must use compounding, and to find the present value for tomorrow’s potential 

income stream I must use discounting. While this may sound confusing, the truth is there is a 

formula for both: 
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Future Value (FV) = Present Value(PV) x (1 + i) ⁿ 

Present Value (PV) = Future Value (FV) ÷ (1 + i) ⁿ 

[Where i = the interest rate, and ⁿ = the number of periods in the future] 

Here is a short formula on valuing trade secret assets: 

Value = (Total amount of future cash flow) x (Discounted basis of future cash flow) x 

(Probability of the future income materializing) 

The total amount of future cash flow is found by comparing total amount of the future cash flow 

that will be derived by keeping the information secret versus that total expected income over 

time if the trade secret were in the public domain.  In a litigation context, one must compare the 

pre-misappropriation market to the post-misappropriation market and determine the lost profits 

of the plaintiff and also the disgorgement of the defendant’s ill gains.   

Once the total amount of future cash flows has been identified, then two other factors need to be 

considered.  First, is the discounted basis of a future cash flow. This figure is represented as a 

percentage of the future cash flow that must be invested now as principal to realize the expected 

future income during the lifecycle of the trade secret. This is a traditional accounting method for 

calculating the present value of a future income stream.  

Second is the probability of the future cash flow materializing.  In the trade secret context, most 

often this involves considering (with a lawyer through due diligence) the probability of 

prevailing in a civil lawsuit to defend the trade secret asset.  It is only by and through litigation 

that an alleged information asset can actually be validated as a trade secret.   

If values can be assigned to these three factors, then the economic value of the trade secret is 

calculated by multiplying these three factors together.    

 

Conclusion: 
Trade secrets are among your business’ most valuable assets. We now live in the Information 

Age, and trade secrets are often the best way to protect this commercially valuable confidential 

information. Every business needs to be aware of and place a priority on identifying, 

inventorying, and protecting their trade secrets with the same level of import as the products 

inside the warehouse. The four steps to conduct a proper trade secret audit include: identification, 

indexing, protecting and valuing. An internal trade secret asset management program functions 

on a continual basis.  The function can be done manually or through automated software.  In any 

event, key employees who have access to, create, and use trade secret information must be on the 

front lines of battle for any company’s protection strategy.  The business “know-how” is stored 

on the collective employee memories, computer and human, and therefore must be tasked with 

making sure the company maintains the knowledge.  More importantly, the business leadership 

needs to realize the employer’s duty and responsibility to protect and value the trade secrets so 

that they don’t leave with their employees during and after the employment lifecycle.   


